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ABSTRACT

The continued proliferation of information technology in all aspects of our lives fosters benefits but also gen-
erates risks to individuals’ privacy. In emerging contexts, such as government surveillance technologies, there is
a dearth of research investigating the positive and negative drivers of citizens’ acceptance. This is an important
gap given the importance of citizen acceptance to the success of these technologies and the need to balance
potentially wide-reaching benefits with any dilution of citizen privacy. We conduct a longitudinal examination of
the competing influences of positive beliefs and privacy concerns on citizens’ acceptance of a COVID-19 national
contact tracing mobile application among 405 Irish citizens. Combining privacy calculus theory with social
exchange theory, we find that citizens’ initial acceptance is shaped by their perceptions of health benefits and
social influence, with reciprocity exhibiting a sustained influence on acceptance over time and privacy concerns
demonstrating a negative, albeit weak influence on willingness to rely on the application. The study offers
important empirical and theoretical implications for the privacy literature in the government surveillance,
location-based services, and mobile health application contexts, as well as practical implications for governments

and developers introducing applications that rely on mass acceptance and reciprocal information disclosure.

1. Introduction

Information technology has become omnipresent in all aspects of our
lives. Despite the recent shift in social norms around data collection and
analysis, privacy remains a pertinent issue which organizations and
governments must consider and address (Dinev, 2014; Pentina, Zhang,
Bata, & Chen, 2016). Recent years have seen an increase in the intro-
duction of government surveillance technologies, which enable gov-
ernments to track citizen transactions and online activity (Reddick,
Chatfield, & Jaramillo, 2015). These technologies are largely viewed as
invasive due to their impact on individuals’ privacy (Bannister, 2005).
Indeed, inadequate consideration of citizens’ privacy concerns may lead
to low acceptance and adoption rates of new government surveillance
technologies (Krishen, Raschke, Close, & Kachroo, 2017). While many
potential benefits stem from the implementation of different govern-
ment surveillance technologies, the need to collect data must be
balanced with citizens’ privacy concerns to achieve citizen acceptance
(Triidinger and Steckermeier, 2017). Despite the growing public
awareness and undeniable privacy implications, research in this domain

* Corresponding author.

trails other contexts, except for a small number of notable studies (Nam,
2019). Furthermore, extant research focuses largely on citizen accep-
tance of surveillance programs on a general level (e.g., Thompson,
McGill, Bunn, & Alexander, 2020), and the influence of privacy and
surveillance concerns on citizens’ general online behavior (e.g., Dinev,
Bellotto, Hart, Russo, & Serra, 2006; Dinev, Hart, & Mullen, 2008). The
contextual nature of privacy and the event-driven nature of surveillance
technologies requires consideration in the form of research examining
the influence of privacy on citizen acceptance of specific government
surveillance technologies (Nam, 2018).

Consequently, this study focuses on the introduction of a national
contact tracing mobile application (app) in Ireland. During health crises,
such as the current novel coronavirus global pandemic (COVID-19),
contact tracing applications aim to reduce and eliminate disease trans-
mission by tracing contacts and isolating exposed individuals (Yasaka,
Lehrich, & Sahyouni, 2020). Thus the benefits of these technologies can
be extensive and wide-reaching with greater adoption yielding benefits
for citizens, health bodies, and governments alike. However, the
implementation of such applications by governments as a form of
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surveillance technology and clinical intervention also generates under-
standable privacy concerns (Zastrow, 2020). As the success of these
applications is largely dependent on mass citizen acceptance, privacy
must be balanced with benefits to achieve this acceptance (Yasaka et al.,
2020; Zastrow, 2020). In addition to individuals’ perceptions of the
privacy and benefits these technologies offer, adoption decisions may be
also be influenced by social and relational factors such as the perception
of peers, friends and family members towards the technology and the
reciprocal benefits of the technology. To examine the interplay between
citizens’ perceptions of privacy, benefits, and social influence, this study
investigates the following research question: How do privacy, social, and
benefit perceptions influence individuals’ acceptance of a government contact
tracing mobile application?

To examine this question, we conduct a longitudinal two-stage sur-
vey of 405 individuals before and post launch of a national contact
tracing application. This study contributes to existing privacy literature
in the domain of government surveillance as well as research related to
mobile location-based applications (LBS) and mobile health (m-health)
applications. First, the paper combines the privacy calculus theory with
social exchange theory to extend our focus beyond immediate percep-
tions of the technology to consider the role of broader social factors in
influencing acceptance of government surveillance technologies. Spe-
cifically, we consider the role of social influence and perceptions of both
perceived health benefits and reciprocal benefits on citizen acceptance
of a specific surveillance technology. This contributes to various calls by
researchers (e.g., Jozani, Ayaburi, Ko, & Choo, 2020; Trepte, Scharkow,
& Dienlin, 2020) to extend and integrate the privacy calculus theory
with other diverse theoretical perspectives to develop a more holistic
view of cost benefit analyses in technology acceptance. Secondly, the
study investigates acceptance as both behavioral intentions and will-
ingness to rely on the application thereby answering calls for empirical
investigation of a more diverse set of outcome variables (Benamati,
Ozdemir, & Smith, 2017). In particular, the study seeks to understand
citizen behavior early in the diffusion process (before and shortly after
launch). While prior research has applied common technology accep-
tance theoretical frameworks, including TAM and UTAUT, to govern-
ment surveillance, the constructs and disposition used in such
frameworks are oriented towards post-launch diffusion and are less
applicable to the pre-launch phase. Thirdly and relatedly, the paper
examines behavioral intentions before and post launch of the applica-
tion, thereby answering calls for longitudinal studies in the privacy and
technology adoption domains (Dinev et al., 2008; Hoehle, Aloysius,
Goodarzi, & Venkatesh, 2019) and considering the potential for early
perceptions to have a lasting impact on technology use. Our findings
support the combination of the privacy calculus with social exchange
theory. They suggest that perceived health benefits, social influence, and
reciprocity influence adoption intentions prior to launch, and reciprocal
benefits also influence usage intentions over time. However, privacy
concerns do not influence acceptance prior to or post launch, and only
exhibit a weak influence on willingness to rely on the application. This
suggests that reciprocal and health benefits coupled with social influ-
ence outweigh concern for privacy in the context of contact tracing
applications.

The remainder of the paper is structured as follows; the next section
discusses the theoretical underpinnings of our study. Our research
model and hypotheses are developed in the third section. The method-
ology and analysis sections follow. Lastly, the final sections discuss the
implications of the study for theory and practice, while acknowledging
some limitations and identifying avenues for future research in this
important but underexamined context.

2. Theoretical background
The privacy literature can be chronologically organized into three

stages. The third stage (3a and 3b) includes all research from 2008, the
focus of which has shifted largely to the sharing economy and emerging
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contexts such as surveillance (Yun, Lee, & Kim, 2019). Due to the
differing perspectives and disciplinary lenses from which privacy is
studied, there are many competing definitions of privacy, leading to
arguments that a general definition of privacy cannot be achieved
(Pavlou, 2011). Within the Information Systems (IS) domain, de-
scriptions of privacy largely center around the issue of control and in-
dividuals® desire for some level of control. As a result, privacy is often
described as individuals’ desire to be afforded greater control over the
collection and use of their personal information (Bélanger & Crossler,
2011).

Despite the myriad of research conducted in the past three decades,
privacy research remains in an early stage of theoretical development as
many variables and theories have been studied a small number of times
in different contexts (Wirth, 2018; Yun et al., 2019). Existing theories
can be categorized based on their emphasis with some theories lever-
aged to understand the origins of privacy concern, others focused on
explaining the individual and organizational factors influencing privacy
concerns, theories focused on untangling the trade-offs between privacy
and other factors like benefits, and theories focused on the consequences
of privacy concern (Li, 2012). Also, theories from other fields such as
psychology are frequently adapted to study privacy in different contexts.

The privacy calculus theory (PCT) is categorized as a trade-off theory
in that it examines the influence of competing positive and negative
beliefs on individuals’ willingness to engage with an online organization
or technology and is the most commonly used theory within the privacy
literature (Wirth, 2018; Yun et al., 2019). PCT has been described as the
most useful framework for understanding consumer privacy concerns
(Culnan & Bies, 2003). The widespread utilization of the privacy cal-
culus theory may be attributable to its flexibility and the support it has
received across a host of contexts and different positive and negative
perception based variables (Miltgen & Smith, 2019). PCT provides a
solid foundation but often requires a combination of other theories to
account for gaps (Sun, Wang, Shen, & Zhang, 2015). As a result, we
follow studies within this context (e.g., Dinev et al., 2008) and utilize the
privacy calculus theory as our underpinning theory, while also drawing
from social exchange theory to develop our calculus model which en-
compasses a broader set of context specific trade-off variables.

2.1. Government surveillance technology acceptance

Technology adoption represents one of the most developed streams
of research within the IS domain comprising a number of theories such
as the theory of planned behavior or TPB (Azjen, 1991) and the unified
theory of technology acceptance and use or UTAUT (Venkatesh, Morris,
Davis, & Davis, 2003). Many of these theories are related and derived
from sociology and psychology literature (Venkatesh, Thong, & Xu,
2012). Indeed, Venkatesh et al. (2003) reviewed the eight dominant
technology adoption theories to develop UTAUT, a theory examining the
influence of factors such as performance expectancy, effort expectancy,
subjective norm, and facilitating conditions on individuals’ acceptance
of new technologies. These theories, predominately UTAUT and the
earlier technology acceptance model or TAM (Davis, 1989) have been
consistently extended and adapted to examine individuals’ adoption of
information technology in a number of contexts from consumers’
adoption of e-commerce (e.g., Pavlou & Fygenson, 2006) to citizens’
acceptance of electronic government technologies (e.g Carter &
Bélanger, 2005). More recently, adaptations of UTAUT have been
helpful in understanding acceptance of innovations such as health
wearable devices (e.g., Wang, Tao, Yu, & Qu, 2020) and blockchain
technology (e.g., Queiroz & Wamba, 2019).

Another field which has seen significant investment and develop-
ment in recent years is that of surveillance technology. Global govern-
ments are increasingly implementing sophisticated surveillance
technologies facilitating access to real-time data that can be leveraged in
efforts to assist with policing, enhancing government to citizen
engagement, and assisting with the tracking, mitigation, and eradication
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of disease transmission. Surveillance includes “any collection and pro-
cessing of personal data, whether identifiable or not, for purposes of
influencing or managing those whose data have been garnered” (Lyon,
2001, p. 2). Personal data in this context can refer to CCTV images,
biometrics, contact information, calls records, and so on. Government
surveillance specifically focuses on “the use of sophisticated technology
to observe our daily activities (physical surveillance) and to peruse re-
cords of those activities (transaction surveillance)” (Slobogin, 2008).
Recent research in the area of governmental based surveillance tech-
nology has focused on surveillance technologies such as social media
and artificial intelligence based-surveillance (Anton, Kus, & Teuteberg,
2021, p. 2121), and visual recognition Internet of Things smart city
based surveillance (Kumar et al., 2021). Surveillance technology has
been described as a necessary evil (Nam, 2019) and encompassing two
sides (Lyon, 2001) where one side is beneficial (e.g., citizen screening,
classification) and the other side negative (e.g., security risks, intrusion
concerns, privacy risks). The emergence of COVID-19 has resulted in the
introduction of governmental top-down surveillance technology initia-
tives (e.g., tracking applications, CCTV, monitoring sensors/tags)
worldwide which are aimed at slowing down the spread of the disease.

Citizens’ acceptance of these surveillance technology initiatives is
fundamental to their success and requires a willingness on the part of
individual citizens to forego their location based information, contact
information and information regarding their close contacts to protect
themselves and other citizens. While a small but growing body of recent
research has examined governmental based surveillance technologies,
there is a dearth of research which has focused on citizens’ acceptance of
these technologies (Nam, 2019). Studies which have investigated the
area have found that: (1) citizens’ perceptions of benefits from using
governmental surveillance technologies (Nam, 2018), (2) government
surveillance technology policy transparency (Thompson et al., 2020),
and (3) the presence of privacy (Dinev et al., 2006; Nam, 2019) en-
hances citizens’ trust in surveillance technologies. Ultimately, these
considerations are important predictors of citizen surveillance technol-
ogy acceptance (Thompson et al., 2020).

We build on the emerging body of surveillance acceptance literature
to examine the drivers of citizens’ acceptance and use of mobile contact
tracing applications. As these applications collect health and location
data for use at a national level, it is both a surveillance and mobile-
health technology and as such is accompanied by a range of potential
benefits and privacy risks. In addition to the parallels between the
outcome variables in our study and the outcomes popularized in the
technology acceptance literature, we argue that social influence is
pertinent in this context due to the importance of reciprocal adoption
and disclosure among citizens to the success of these applications.
However, the early stage of diffusion of these technologies renders many
of the factors predicting adoption encompassed in UTAUT and related
models such as perceived ease of use inappropriate for inclusion in our
study. Indeed, in line with the emergent literature on contact tracing
applications (Chan & Saqib, 2021) and the tradition of much of the
privacy literature, our focus is not on technology adoption models but on
more contextually relevant factors that are known to be of importance to
adoption in health and surveillance domains such as privacy (Wu, Wang,
& Lin, 2007) and perceived health benefits (Fox, 2020).

2.2. Privacy calculus theory

The primary proposition of the privacy calculus theory is that in-
dividuals’ behavior is influenced by the careful consideration of the
potential negative and positive outcomes associated with the behavior
(Laufer & Wolfe, 1977). Privacy calculus theory posits that “personal
information provides economic value to trade and explains personal
privacy interests as an exchange between information and benefit” (Kim,
Park, Park, & Ahn, 2019, p. 274). This perspective provides the foun-
dation for trade-offs between the benefits and perceived risks when in-
dividuals encounter information disclosure requests. It is argued that

Computers in Human Behavior 121 (2021) 106806

individuals make privacy-related decisions to disclose personal infor-
mation to a requesting entity through the use of an application or
website (e.g., customers purchasing products online, airport Wi-Fi,
government online services) after they evaluate the positives and neg-
atives resulting from the decision (Dinev & Hart, 2006). The decision to
divulge this personal information is underpinned by a “calculus of
behavior” (Culnan & Armstrong, 1999) where individuals assess
possible outcomes and weigh up the positives and negatives associated
with each result. Individuals are more likely to engage with information
technology or disclose personal information in situations where the
perceived positives outweigh the perceived negatives (Dinev & Hart,
2006).

Studies have investigated the privacy calculus as an antecedent to
behavioral reactions in various domains including personal information
disclosure online (Barth & De Jong, 2017; Choi, Wu, Yu, & Land, 2018),
willingness to disclose personal information to the Internet of Things
(IoT) devices (Kim et al., 2019) and mobile devices or apps (Keith et at.,
2013; Morosan & DeFranco, 2015). The flexibility of the privacy cal-
culus is also evidenced in the operationalization of a wide range of
negative and positive belief variables (Fox, 2020). Negative beliefs can
be broadly termed risk beliefs and may include perceived intrusion (Li,
2012; Xu, Dinev, Smith, & Hart, 2008), situational privacy concerns
regarding health information (e.g., Fox, 2020) surveillance (Thompson
et al., 2020), and general online privacy concerns (e.g., Dinev et al.,
2008; Hallam & Zanella, 2017; Marakhimov & Joo, 2017). Positive
beliefs can also be termed confidence beliefs and tend to focus on the
utilitarian benefits of specific technologies such as personalized services
(e.g., Xu, Teo, Tan, & Agarwal, 2012), IoT services (Kim et al., 2019),
health benefits of health technologies (Fox, 2020) or the perceived need
for government surveillance (Dinev et al., 2008; Thompson et al., 2020).
In summary, the privacy calculus theory proposes two potential paths
that may explain acceptance of the technology in this study, one path
from negative risk beliefs and the other path from positive confidence
beliefs (Keith, Thompson, Hale, Lowry, & Greer, 2013; Sun et al., 2015).
In addition to perceptions related to privacy and health benefits, social
structures and norms are likely to impact acceptance in the contact
tracing application context.

2.2.1. Perceived health benefits

In the context of this study, perceived health benefits refer to the
extent that people believe that they will experience health benefits from
downloading the COVID-19 mobile contact tracing app. Markus and Keil
(1994) describe how technology can be used for “good” reasons which
result in positive outcomes but also for “bad” reasons which can result in
negative outcomes. According to Bowman, Westerman, and Claus
(2012) people rationally engage in behaviors that lead to positive out-
comes, especially since most of their goals intend to benefit themselves
positively. The primary health benefits (positive outcomes) of using a
mobile contact tracing app can be viewed from micro and macro per-
spectives. At a micro level the mobile app can be used to protect one’s
personal health and the health of family and community members.
Additionally, mobile contract tracing apps are an alternative to strict
lockdown measures which have been applied as a result of COVID-19.
The blunt measures have been applied to everyone (e.g., those at risk,
those who have been infected and those who are deemed healthy). Early
evidence suggests that these blanket lockdowns have had collateral ef-
fects in terms of negatively impacting individuals’ mental health
(Holmes et al., 2020) and physical health (Pietrobelli et al., 2020). For
example, people are more likely to delay much needed medical treat-
ment in order to adhere to lockdown protocols and out of fear for their
health (Holmes et al., 2020). Mobile contact tracing apps, in conjunction
with a functional national testing system, can enable people to return to
their ‘new normal’ lives. Parker, Fraser, Abeler-Dorner, and Bonsall
(2020) describe mobile contact tracing apps as an “intelligent” means of
social distancing in comparison to the “unintelligent” means of social
distancing prescribed by national lockdowns. At a macro level, the
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mobile contact tracing apps can be used to slow the rate of infection for a
specific disease (Parker et al., 2020).

2.3. Social exchange theory

Consistent with the core values of the privacy calculus, social ex-
change theory (Blau, 1964) seeks to understand human behavior with an
emphasis on social structures and norms (Church, Thambusamy, &
Nemati, 2017). The theory which embraces modern economics (Shiau &
Luo, 2012) was initially developed for studying human behavior
(Homans, 1958), and later refined for researching power-dependence
relationship behaviors in organizations (Emerson, 1962). More
recently, SET has been leveraged to understand how individuals balance
social factors with privacy risks to understand interaction with tech-
nologies such as social media (Church et al., 2017; Wang & Liu, 2019;
Wang & Midha, 2012). The utility of SET in the privacy domain has been
demonstrated and SET has been beneficial in advancing our under-
standing of subjective cost (e.g., privacy concerns) and benefit
(improved health) analysis of technological exchanges of personal in-
formation (e.g., Acquisti, Brandimarte, & Loewenstein, 2015; Min &
Kim, 2015; Posey, Lowry, Roberts, & Ellis, 2010; Shiau & Luo, 2012). As
a result, there have been calls issued for the further utilization of the-
ories like SET to better unravel the factors driving individuals’ decisions
to interact with organizations or technologies and disclose information
in these interactions (Wirth, 2018).

SET stipulates that people generally expect reciprocal benefits when
being required to adhere to social norms. Core to understanding the
behavioral sharing motives of exchanges are the perspectives of egoistic
and altruistic (Deci, 1975). Whereas the egoistic perspective is largely
influenced by rewards, the altruistic perspective is motivated by a pro-
social drive to enhance the welfare of others without expecting personal
or economic incentives. With the introduction of contact tracing appli-
cations, individuals are required to disclose personal information to
reduce transmission of the virus. Indeed, in order for the applications to
be successful, others must reciprocate by downloading the application
and sharing their information. This study adopts SET to extend our
understanding of the costs and benefits of technology use traditionally
considered using PCT, by examining the potential for broader social
influences and the potential reciprocal benefits to impact technology
acceptance. In doing so, we seek to understand the exchange dynamics
of several forms of personal information including health data regarding
symptoms, personally identifiable information and location data be-
tween citizens and a government issued mobile contact tracing
application.

2.3.1. Social influence

Researchers have modelled social influence or subjective norm as a
predictor of individuals’ decisions to adopt new information technolo-
gies (e.g., Venkatesh et al., 2003), mobile social networking sites (Zhou
& Li, 2014), and sharing location devices (Beldad & Kusumadewi,
2015). Social influence can be described as an individual’s perception of
social normative pressures or relevant others’ beliefs that he or she
should or should not perform a behavior such as downloading a new
application (Venkatesh et al., 2003). Social influence has also been
identified as a factor affecting mobile health and medical applications
user behavior (Boulos, Brewer, Karimkhani, Buller, & Dellavalle, 2014;
Chang, Lu, Yang, & Luarn, 2016). Mobile health and medical applica-
tions enable users to log and track their personal health metrics (e.g.,
height, weight, blood glucose levels, exercise data, etc) and share their
health achievements with other users via social networks and commu-
nities (Hamari & Koivisto, 2015). This ability for users to share and
connect with a community of people and benchmark their performance
reinforces the power of social influence to download mobile health and
medical applications (Li et al., 2017; Whelan & Clohessy, 2020, pp.
1-41). It has been demonstrated that the process of com-
pliance/conformance, plays a key component in explaining the impact
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of social influence on technology adoption (Cialdini & Goldstein, 2004:;
Young, 2009). That is, people will download mobile health and medical
mobile technologies when other people in a community have already
downloaded them. In other words, an individual’s perceptions of their
peer’s attitudes towards contact tracing applications, may influence
their acceptance. Additionally, if individuals do not adopt the applica-
tion, they may believe they are failing to conform to social norms. Given
the deleterious health implications of COVID-19, it is important to
explore the role of social influence in this context.

2.3.2. Reciprocity

SET dictates that when people exchange resources with other people,
they generally expect reciprocal benefits (Blau, 1964). From an IS
perspective, reciprocity is defined as the belief that information sharing
results in an obligation for a future request for knowledge being obliged
(Shiau & Luo, 2012). By adhering to the ‘rules of the exchange’, SET
explains how relationships can evolve into trusting commitments
(Emerson, 1976) which ultimately drives and reinforces the process of
information and knowledge sharing (Davenport et al., 1998). According
to Hamari and Koivisto (2015) reciprocity is a powerful social driver and
motivator which emphasizes the returning of a favour or a positive ac-
tion with another. Reciprocity results in benefits which manifest
through the strengthening of shared norms via group interactions.
Cialdini (2009) describes how reciprocal benefits, which he refers to as
‘weapons of influence’, are core to the compliance process. However,
reciprocity is inherently flexible and can be exploited by triggering
‘unfair exchanges’ whereby people will attempt to maximise their ben-
efits while concurrently reducing their risks during an exchange (Cial-
dini, 2009). Ultimately, a person’s level of reciprocal return will be
dictated by their cognitive processes (Bandura, 1986). We argue that the
nature of contact tracing applications and the requirement to download
the application and disclose personal data to achieve the common goal
of reducing transmission of the virus renders reciprocal benefits relevant
to this study. Reciprocity is important not just in individuals’ decisions
to download the app but also their willingness to rely on the application
for health advice.

3. Hypotheses development

To understand the drivers of individuals’ intentions towards a na-
tional contact tracing application, this study leverages the privacy cal-
culus to understand the competing influence of negative beliefs (privacy
concerns) and positive beliefs (perceived benefits) and integrates SET to
unravel the role of social factors (social influence and reciprocal bene-
fits). The descriptions of all constructs and proposed model are illus-
trated in Table 1 and Fig. 1 respectively.

3.1. Trade-offs and outcomes

Citizen acceptance of government surveillance technologies is
crucial to success yet remains understudied (Nam, 2018). While existing
literature focuses on the acceptance of surveillance practices in general
(e.g., Thomspon et al, 2010; bib_Triidinger_and_Steck-
ermeier 2017 Triidinger & Steckermeier, 2017), this study focuses on
examining the influences of perceptions regarding privacy, benefits, and
social factors on acceptance of a national contact tracing application.
Technology acceptance in this study is captured with three variables;
adoption intention, willingness to rely on the application and future
usage intentions. Adoption intentions are measured prior to the imple-
mentation of the app at time 1 (T1) and future usage intentions are
measured after launch at time 2 (T2). It is important to capture the role
of these competing beliefs before and after the introduction of the
technology (Hoehle et al., 2019) particularly given the potential for
early intentions and attitudes to provide a critical anchor that influences
later acceptance (bib_Saadé and Otrakji 2007Saadé & Otrakji, 2007).
Furthermore, as the success of the application is based not only on
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Table 1
Constructs in the model.
Construct Acronym  Description
Social Influence SI An individual’s perception of relevant others’

beliefs that he or she should or should
download the new application (Venkatesh
et al., 2003)

Reciprocal benefits of REP An individual’s perception of the reciprocal

the app benefits everyone will experience from using
the application (Hamari & Koivisto, 2015).
Perceived Health BEN An individual’s perception of the health

Benefits of the app benefits they will experience from using the
application (Li, Gupta, Zhang, & Sarathy,

2014).

Privacy Concerns PC The extent to which individuals believe they
may lose their privacy from interacting with
mobile applications (Dinev et al., 2008).

Adoption Intention INT An individual’s self-assessed likelihood of
adopting the application (Venkatesh et al.,
2003).

Future Usage USE An individual’s self-assessed likelihood of
Intention adopting/continuing use of the application.
Willingness to rely on RELY An individual’s willingness to provide health

the app advice provided in the application.

downloads but on an individual’s willingness to act on health advice
within the app (e.g., to self-isolate), we include willingness to rely on the
app as another variable representing citizen acceptance. In developing
our model, we draw on PCT and SET to consider how individual per-
ceptions of the costs and benefits of the contact tracing app influence our
outcome variables. We propose that in the context of health related
government surveillance, the impact of perceived health benefits of
technology suggested by PCT will be accompanied by a positive impact
of broader social benefits related to social influence and reciprocation.

3.2. Social factors (SET)

Social influence is a core predictor of individuals’ behavioral
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intentions and eventual behavior within the technology adoption liter-
ature. Generally, if individuals believe that their peers or important
referent others would view the behavior in question favorably, they are
more likely to engage in the behavior (Venkatesh et al., 2003). The in-
fluence of social influence on adoption intentions has been supported in
technology adoption studies across a host of contexts from organiza-
tional (e.g., Venkatesh et al., 2003) to farming (e.g., Fox, Mooney,
Rosati, Paulsson, & Lynn, 2018). Social influence has been adopted in
the privacy literature sparingly with mixed support. For example, in one
study, social influence was found to positively influence individuals’
intentions to use mobile commerce among Chinese citizens but not
among US citizens (Dai & Palvi, 2009), and social influence positively
influenced information disclosure in online communities among French
participants but was not significant among UK participants (Posey et al.,
2010). The role of social influence has not been examined in the sur-
veillance literature. Thus, we draw on literature from the related fields
of health applications and location-based services. In terms of the
former, social influence positively influenced individuals’ intentions
towards a Taiwanese medical travel app (Chang, Chou, Yeh, & Tseng,
2016). In terms of the latter, Beldad and Kusumadewi (2015) provided
support for the positive role of social influence on individuals’ willing-
ness to use applications requiring location sharing. In addition, a recent
study has found that social influence or subjective norm as it is termed in
that study positively influenced intentions to download contact tracing
apps in the future (Sharma et al., 2020). In line with these findings, we
argue that if individuals believe referent others would view down-
loading the application as a positive behavior, they will be more likely to
download.

H1. Social Influence is positively associated with adoption intentions.

Extant studies leveraging PCT tend to focus on how individuals’
willingness to disclose information is determined by utilitarian benefits
of a technology or information exchange such as the usefulness of the
technology for a given purpose and more recently incorporating hedonic
benefits related to enjoyment. There have been calls to examine the

Time 1 (T1): Time 2 (T2):
Pre-Launch Post-Launch
. Hi |
Social Influence H Hé6b Héc
v \ 4
H2a I Hoé6a
— Reciprocal benefits > Adoption Intentions > Usage Intentions
2 !
8 1
' X
o :
3 g Héd
— Perceived health benefits «3\»}2 H5
> 5
¥ H4b :
Privacy Concerns > Willingness to Rely '
' Controls
Gender
Age
Education

Health status
Media Awareness
GDPR Awareness

Fig. 1. Proposed research model.
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importance of other benefits in different contexts (Sun et al., 2015).
Reciprocal benefits refer to individuals’ perceptions that downloading
the application will generate benefits for themselves and others (Hamari
& Koivisto, 2015). Social exchange theory proposes that individuals will
be more likely to engage in behaviors they believe align with social
norms provided they see reciprocal benefits resulting from these be-
haviors. In their study of self-disclosure on online communities, Posey
et al. (2010) found reciprocity perceptions positively influenced
disclosure among French participants but not among UK participants. In
their study, Nam (2018) found that perceived public benefits stemming
from surveillance measures were positively associated with acceptance
of surveillance. In the contact tracing context, benefits in the form of
reduced virus transmission are dependent on individuals downloading
the application and acting upon advice in the application. In line with
Nam (2018), we argue a similar position as if individuals believe the
application can benefit the greater good, they are more likely to both
adopt the application and rely on the application.

H2a. Reciprocal benefits are positively associated with adoption
intentions.

H2b. Reciprocal benefits are positively associated with willingness to
rely on the application.

3.3. Perceived benefits (PCT)

Perceived health benefits refer to the personal benefits an individual
believes they will experience as a result of using the application. In the
health context, health benefits have been positively related to in-
dividuals’ acceptance of technologies introduced by health organiza-
tions such as electronic health record systems (EHRs) (Fox, 2020), and
technologies downloaded by individuals themselves such as mobile
health applications (Fox, 2020) and wearable tracing devices (Guo, Sun,
Wang, Peng, & Yan, 2013; Li, Wu, Gao, & Shi, 2016). Thus, in line with
findings in the health context and the proposition within the privacy
calculus theory that perceived benefits can represent a positive path to
adoption of a technology, we argue that individuals who believe the
application will yield benefits for their personal health will express high
intentions towards downloading the app and greater willingness to rely
on the advice within the app.

H3a. Perceived Health benefits are positively associated with adoption
intentions.

H3b. Perceived Health benefits are positively associated with will-
ingness to rely on the application.

3.4. Perceived costs (PCT)

While the variables we consider above represent the potential ben-
efits of using the contact tracing app, both PCT and SET suggest that
these benefits will be weighed up against the potential costs of tech-
nology use. One of the primary concerns engendered by the use of
government surveillance technologies is privacy (Bannister, 2005). As
privacy cannot be measured, IS researchers must rely on proxy mea-
sures, the most popular of which is privacy concerns (Smith, Dinev, &
Xu, 2011). Privacy concerns have been studied within the privacy cal-
culus framework in a number of privacy studies including studies within
both the health technology and government surveillance domains. Pri-
vacy concerns relate to “the extent which individuals believe they might
lose their privacy” (Dinev et al., 2008, p. 218), and can be studied at
general levels to capture privacy in a given domain such as the Internet
(Dinev & Hart, 2006) or in specific situational contexts such as concerns
related to personal health information (Fox & Connolly, 2018) or gov-
ernment intrusion concerns (Nam, 2018). In the health privacy litera-
ture, privacy concerns have been negatively associated with acceptance
of health technologies such as EHRs (Angst & Agarwal, 2009; Fox &
James, 2020; Li & Slee, 2014), willingness to disclose personal
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information in virtual health communities (Kordzadeh & Warren, 2017)
and on health websites (Bansal, Zahedi, & Gefen, 2010), but have had
mixed results on individuals’ intentions to use mobile health applica-
tions with a study focused on older adults supporting the negative as-
sociation (Fox & Connolly, 2018) and a broader, related study finding an
insignificant result (Fox, 2020). In the surveillance context, online pri-
vacy concerns negatively impacted general willingness to disclose per-
sonal information online (Dinev et al., 2008), and concerns regarding
collection negatively impacted individuals’ acceptance of surveillance
measures (Thompson et al., 2020).

As the COVID-19 tracing application requires personal information,
health information and location information, we operationalize privacy
concerns at the general mobile application level and describe privacy
concerns as the extent to which individuals believe they may lose their
privacy from interacting with mobile applications. If individuals believe
their use of mobile applications results in a loss of privacy, they are less
likely to engage with the application and as a result, may be also less
likely to rely on the application for the purpose of health advice as this
would require some use and as a result some privacy risk. Further, the
link between individuals’ intention to download the application and
their willingness to rely on it requires examination. Given the premise of
the application is to issue health advice and reduce virus transmission, it
can be argued that individuals expressing high adoption intentions, that
is they believe they will download the application, are also likely to
express greater willingness to rely on the application.

H4a. Privacy concerns are negatively associated with adoption
intentions.

H4b. Privacy concerns are negatively associated with willingness to
rely on the application.

H5. Adoption intentions are positively associated with willingness to
rely on the application.

3.5. Adoption intentions over time

There have been calls for research to understand perceptions of a
technology pre and post launch (Hoehle et al., 2019). In the context of
contact tracing applications, it is important to explore how perceptions
of privacy, benefits, and social factors influence individuals’ behavioral
intentions after launch. Thus, we examine individuals’ future usage in-
tentions after launch of the application at time 2 (T2). We are interested
in two discrete forms of behavioral intention at T2. First, as some in-
dividuals may have already downloaded the app, we focus on the in-
tentions of these individuals to continue use. Second, as some
individuals may have not yet downloaded the app, we measure their
intentions to adopt the app in the near future. The general technology
adoption literature proposes that intentions will lead to behavior
(Fishbein & Ajzen, 1975). In other words, it is likely that if individuals
expressed positive intentions towards downloading the application prior
to launch, they will be likely to also express positive usage intentions
after launch. Also, research has shown that the first impressions of a
technology influence future use intentions (Saadé & Otrakji, 2007).
Thus, we propose that adoption intentions will be positively linked to
future intentions to download or continue to use the application.

H6a. Pre-launch adoption intentions (T1) are positively associated
with post-launch usage intentions (T2).

There are no government surveillance studies that examine the role
of privacy and perceived benefits over time to our knowledge. However,
it can be argued that reciprocal benefits representing individuals’ beliefs
that their use of the application will benefit themselves and others are
likely to influence their usage intentions after launch. That is people
who believe the application will result in reciprocal benefits are more
likely to continue to use or download the application if they have not yet
done so. Similarly, individuals’ perceptions related to the health benefits
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they may experience by using the app are likely to influence their post-
launch usage intentions. Privacy risk has been negatively related to in-
tentions to continue use of location-based services in a previous study
(Zhou, 2013). However, privacy concerns negatively influenced in-
tentions to continue use of a mobile social networking service (SNS) in a
study among university students in China (Zhou & Li, 2014) but had a
positive influence on intention to continue use of SNS apps among
Korean university students (Choi, 2016). Given the mixed findings, it is
important to clarify the influence of privacy concerns on citizens’ in-
tentions after the launch of a government surveillance application.
Based on the findings and the contextual relevance of the LBS study
conducted by Zhou (2013), we posit that privacy concerns regarding
mobile applications will persist after the launch of the application and
will continue to have a negative impact on future usage intentions.

H6b. Reciprocal benefits are positively associated with usage in-
tentions (T2).

H6c. Perceived health benefits are positively associated with usage
intentions (T2).

H6d. Privacy concerns are negatively associated with usage intentions
(T2).

4. Methodology
4.1. Study context

Covid-Tracker Ireland, a national contact tracing mobile application
was launched by the government in Ireland on July 6, 2020. The
application (shown below in Fig. 2) has three main features; contact
tracing, Covid symptom check-in, and updates on the virus in Ireland.
The app uses Bluetooth and anonymous IDs to log phones within close
contact for over 15 min. The app then downloads the anonymous IDs of
people who have tested positive and provides an alert if the user has
been in close contact with any of those IDs. Covid check-in allows users
to check any symptoms daily and seek health advice, and updates pro-
vide an overview of the daily facts and figures in Ireland. Within 48 h of
its initial launch, over 1 million people had downloaded the app, and
300,000 people had checked-in, representing almost 50% of the 2.2
million adult smartphone users in Ireland (Brennan, 2020). This is an
important achievement as it has been estimated that 60% penetration is
required to effectively reduce virus transmission (Zastrow, 2020).
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4.2. Instrument development and sampling

Existing scales were used when developing our instrument with
minor wording amendments to adapt some items to the context of the
contact tracking application. The sources of all variables is outlined in
Table 2. At T1, participants’ general privacy concerns in the mobile app
context were measured as well as situational variables including per-
ceptions of the health benefits and reciprocal benefits associated with
the proposed app and social influence. Dependent variables included
intention to download the app upon launch and willingness to rely on
health advice in the app. At T2, the emphasis was on future behavioral
intentions; namely usage of the app. Participants were asked if they had
downloaded the app and app users’ intentions to continue to use the app
were examined and non-users’ intentions to download the app in the
future were examined. Table 2 details the source and number of items
for each construct. The full list of items is provided in the Appendix.

Furthermore, several control variables were included based on the
privacy literature. These include demographics which have been found
to have mixed impacts on privacy and associated behaviors including
gender, age, education level, health status, and experience variables
namely awareness of privacy media coverage (1 item from Smith, Mil-
berg, & Burke, 1996) and awareness of the existing privacy regulation
the European General Data Protection regulation (GDPR), as knowledge
of regulation has been found to influence privacy concern in previous
studies (e.g., Miltgen & Smith, 2015). The survey was piloted tested
among a small panel of survey design experiments and several wording
amendments were made before pilot testing among 10 Irish citizens of
varying ages. Respondents were asked to answer demographic and
health questions first, followed by general perceptual constructs and
control variables, the order of which was randomized. In the third

Table 2
Operationalization of constructs.
Construct Items  Source
Adoption Intentions (T1 & 3 Venkatesh et al. (2003); Bhattacherjee
T2) (2001)
Perceived Health benefits 5 Li et al. (2014)
Reciprocal Benefits 2 Hamari and Koivisto (2015)
Willingness to Rely on App 3 McKnight, Choudhury, and Kacmar (2002)
Social Influence 4 Hamari and Koivisto (2015)
Privacy Concerns 4 Dinev and Hart (2006)
cCOvID Vi
T n?c KER Settings 5 1 . °
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Fig. 2. National contact tracing application.



G. Fox et al.

section, participants were presented with a neutrally framed description
of the proposed national contact tracing application at Tl and a
description of the launched app was presented at T2. The final section
examined perceptions towards the application, and behavioral
intentions.

A filter question was included at the start of the survey to ensure
participants were aged 18 years and over. Qualtrics was used to host and
administer the survey using their panel services. The survey did not
collect identifying personal information from respondents, in order to
reduce any fears around anonymity and reduce potential common
method bias as a result (MacKenzie, Podsakoff, & Podsakoff, 2011).
Additional approaches in the survey design to reduce common method
bias included informing participants that there were no right or wrong
answers. An attention trap was included in the survey to screen out
unengaged responses. Due to the focus on the Irish contact tracing
application, respondents were restricted to residents in the Republic of
Ireland.

4.3. Respondents

A total of 1109 complete responses were received at T1, before the
app launch. All of these respondents were recontacted at T2 following
the app launch. After two follow-up invitations, a total of 405 responses
were received at T2. No responses were removed as all incomplete re-
sponses and responses failing the age and attention checks were
removed by Qualtrics. The sample demographics are similar to the
population characteristics of Ireland as reported in the last census and
include respondents from the 26 counties within the country. The
gender spilt of the sample was 55.5% female and 44.5% male respec-
tively. Respondents represented various education levels with 38.8%
completing high school, and 32.8% holding an Undergraduate degree. In
terms of employment status, the majority of respondents indicated they
were employed (45.9%), a further 25.7% were retired and the remainder
were unemployed (8.9%), studying (2.7%), or unavailable to work
(10.4%). To control for health status, respondents were asked if they had
any health condition which classified them as vulnerable with regards to
COVID-19. The majority indicated no, whereas 18.3% (n = 74) indicated
they had a health condition which rendered them more vulnerable to
COVID-19. Of the 405 respondents, 202 had downloaded the app and
203 had not yet downloaded the app. The sample characteristics are
illustrated below in Table 3.

5. Data analysis and results

Data screening focused on ensuring the data met the thresholds
required for multivariate analysis (Hair, Black, Babin, & Anderson,
2010). All items across the seven variables met recommended =+ kurtosis
and skewness thresholds. To examine multicollinearity, the variance
inflation factor (VIF) was calculated for all variables. As all VIF scores
were below 10, multicollinearity is not an issue in the data. Data analysis
was performed in AMOS v25.0. The proposed factor structure was
examined using Confirmatory Factor Analysis (CFA) in AMOS. The
seven-factor model indicated good fit across the fit statistics meeting the
thresholds outlined by Hair et al. (2010). Three covariances between
errors were added to improve fit; two on perceived health benefits, and
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one on privacy concerns. The model fit statistics were as follows:
cmin/df: 2.682, CFI: 0.973, RMSEA: 0.065, SRMR: 0.028. To test for
possible common method bias, the common latent factor approach was
used based on Gaskin (2019). As there were no significant changes in
regression weights after the addition of the common latent factor,
common method variance is not considered an issue. Validity and reli-
ability of all constructs was explored. Convergent validity requires all
constructs that should converge strongly correlate with each other
(Straub et el., 2004) and is assessed by calculating the average variance
extracted (AVE). As all variables had AVE scores above 0.50, convergent
validity is achieved (Fornell & Larcker, 1981). Discriminant validity
requires items on one construct to be sufficiently different from items on
other constructs (Straub, Boudreau, & Gefen, 2004). Discriminant val-
idity was tested by comparing the square root of the AVE with the
inter-construct correlations (Hair et al., 2010). As the square root of AVE
was higher than inter-construct correlations, discriminant validity is
achieved, as shown by bold diagonal values in Table 4. Reliability was
assessed by calculating the composite reliability (CR) for each construct.
With CR scores above 0.70, all constructs were reliable (Raykov, 1997).
The data was then imputed for subsequent analysis.

5.1. Hypotheses testing

The proposed causal model was tested using Structural Equation
modelling (SEM) in AMOS v25. The model indicated strong fit; cmin/df:
1.850, CFI: 0.999, RMSEA: 0.046, SRMR: 0.0028. Hypothesis 1 proposed
a positive relationship between social influence and intention to
download the proposed contact tracing application. The data revealed a
positive, significant relationship supporting H1 ($ 0.168, p < .001). H2a
and H2b posited that reciprocal benefits would have a positive rela-
tionship with intention to download and willingness to rely on the app
respectively. Both relationships were strongly supported in the data
(H2a: p 0.603, p < .001, H2b: $ 0.433, p < .001). A positive relationship
between perceived health benefits and both adoption intentions and
willingness to rely on the application were proposed in H3a-b. These
relationships were also supported (H3a:  0.140, p < .01, H3b: $ 0.303,
p < .001). In H4a and H4b, it was proposed that privacy concerns would
negatively influence individuals’ intentions to download the app and
rely on the application respectively. Both relationships were negative
but insignificant, although with a p value of .052, the relationship
proposed in H4b was just above the 0.05 confidence level (H4a: p -.036,
p > .05, H4b: p -.035, p: >0.05). Lastly, H5 posited that intention to
download the application would positively influence willingness to rely
on the application. A positive, significant relationship was found in the
data, offering strong support for H5 (f 0.253, p < .001).

The next set of hypotheses focused on usage intentions at T2. A
positive relationship was proposed between adoption intentions at T1
and usage intentions at T2. The data revealed a positive, significant
relationship, thus supporting H6a (p 0.483, p < .001). It was also posited
that reciprocal benefits (H6b) and perceived health benefits (H6c)
would positively influence usage intentions at T2. While both relation-
ships were positive, only reciprocal benefits had a significant influence
at the 0.05 level thereby supporting H6b but not H6c (H6b: $ 0.176, p <
.05, H6c: § 0.029, p > .05). Lastly, a negative association was proposed
between privacy concerns and usage intentions at T2. The relationship

Table 3
Sample characteristics.
Gender Age Employment Education
Male 180 18-24 11 Employed 186 Secondary School 157
Female 225 25-34 51 Self-employed 26 Trade 5
Rather Not Say 0 35-44 73 Unemployed 36 Diploma 32
45-54 77 Student 11 Bachelor degree 133
55+ 193 Unavailable for work 42 Other Qualification 64
Retired 104 Doctorate degree 14
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Table 4
Validity and reliability statistics.
CR AVE 1 2 3 4 5 6 7
1.Health Benefits .952 .800
2.Social Influence 927 762
3.Adoption Intention (T1) .990 .970 7597 .985
4.Willingness to Rely .963 .898 .836%** 851 %** .947
5. Reciprocal Benefits .976 952 .808*** .976
6. Privacy Concerns .927 761 -.061 -.135*% .873
7. Usage Intention (T2) .991 .973 532 517%%% 610%%* .610% %+ -140%* .986
***p < .001, **p < .01, *p < .05.
was negative but not significant at the 0.05 level ( -.063, p > .05).
In terms of control variables, most relationships were insignificant. Table 5
s e . 11 Summary of results.
However, gender had a significant influence on willingness to rely on the
application with women less likely to rely on the app and GDPR Hypothesis Support?  Standardized p-value
awareness had a positive influence on usage intention at T2. The model regression weight
demonstrates respectable variance explained across the three accep- HI: Social Influence — Adoption ~ Yes -168 <0.001
tance variables with 76.9% of the variance in individuals’intentions to H;“ti‘t“?“ (TII)B . v 603 0.001
. . . . a: t: . <0.!
download the application at T1 explained and 88.3% of the variance 1 teclproca’ Beneu’s s
X X Il X X Adoption Intention (T1)
explained in willingness to rely on the application as well as 46.8% of H2b: Reciprocal Benefits — Yes 433 <0.001
variance in usage intentions at T2. Reciprocal benefits was the strongest Willingness to Rely (T1)
predictor of both intentions to download the application and willingness H3a: Perceived Health Benefits —  Yes -140 0.003
o . . . . Adoption Intention (T1)
to rely on the application, whereas adoption intention was the strongest
.y pp 7 K P R g H3b: Perceived Health Benefits -  Yes .303 <0.001
predictor of T2 usage intentions. Bootstrapping was conducted using Willingness to Rely (T1)
2000 samples and a confidence level of 90% to explore indirect effects. H4a: Privacy concern — Adoption ~ No -.036 >0.05
Reciprocal benefits had a significant indirect influence on behavioral Intention (T1)
intentions at T2 (f 0.291, p < .01) and perceived health benefits had a H4b: Privacy concern — Weak -035 0.052
itive significant indirect influence (f 0.069, p < .05), whereas pri- Willingness to Rely (T1)
posttive sig o : » P R X p H5: Adoption Intention (T1)— Yes .253 <0.001
vacy concern had a negative indirect effect on behavioral intentions (p Willingness to Rely (T1)
-.017, p > .05), but this effect was not significant at the 0.05 level. The H6a: Adoption Intention (T1)— Yes 483 <0.001
results are summarized in Table 5 and Fig. 3 below. Usage Intention (T2)
H6b: Reciprocal Benefits — Usage  Yes 176 0.038
Intention (T2)
6. Discussion Hé6c: Perceived Health Benefits — No .029 >0.05
Usage Intention (T2)
Contact tracing applications require individuals to disclose personal H6d: Privacy concern — Usage No -063 0.098
. . . e pe . . Intention (T2)
health information related to symptoms, identifiable information such Controls
as name and contact information, and their location information to Gender — Adoption Intention (T1) _0.011 0.648
improve tracing and reduce transmission. While there are obvious Gender — Willingness to rely (T1) -0.035 0.044
benefits to the reduction of transmission, the types of data required Gender — Usage Intention (T2) 0.049 0.184
render privacy an important issue which requires consideration. This Ed(‘_’rcla)non — Adoption Intention 0.025 0.304
study combines the privacy calculus theory with social exchange theory Education — Willingness to rely ~0.001 0.963
to examine the competing influences of individuals’ benefits,privacy (T1)
beliefs and social factors on their acceptance of the national contact Education — Usage Intention (T2) 0.054 0.146
tracing application in Ireland. The study contributes to the body of Age — Adoption Intention (T1) 0.013 0.608
literature arguing the theoretical and practical importance of under- Age — Willingness to rely (T1) 0.012 0515
' guing the | and p P Age — Usage Intention (T2) ~0.027 0.485
standing how privacy influences individuals’ acceptance of new tech- GDPR Awareness — Adoption 0.001 0.974
nologies with acceptance represented by many variables including Intention (T1)
willingness to accept specific government surveillance technologies GDPR Awareness — Willingness to —0.017 0.358
(Nam, 2018), willingness to disclose location data to applications rely (T1)
. al K al d willi d d GDPR Awareness — Usage 0.087 0.024
(Jozani et al., 2020; Sun et al., 2015) and willingness to adopt an Intention (T2)
disclose information to health technologies (Fox, 2020). In this study, Media Awareness — Adoption 0.040 0.122
citizen acceptance was represented by three variables, two of which are Intention (T1)
measured before the app launch and one measured after launch. First, Medl‘a ?F‘Z‘)“eness ~ Willingness to -0.026 0.158
. T - . . rely
the' analysis reveals that 1nd1v1c.11.1als intention to. download the .alpp.h Media Awareness — Usage 0.043 0.283
cation was shaped only by positively framed beliefs namely social in- Intention (T2)
fluence, reciprocal benefits and perceived health benefits, whereas risk Health status — Adoption 0.004 0.887
or negative beliefs related to privacy concern did not have a significant Intention (T1)
influence. Willingness to rely on the application is a core function of Hegl;l)’ status — Willingness torely —0.005 0.777
acceptance in this context. Our findings show that both individuals Health status — Usage Intention 0.013 0.737
perceptions of reciprocal and health benefits associated with the app (T2)

positively influence willingness to rely, and privacy concern has a
negative but weak influence. Individuals’ future intentions regarding
the application were influenced by their prior adoption intentions and
reciprocal benefits, with privacy concern found to have a negative in-
fluence at the .10 level.

The significant role of social influence on initial adoption intentions
supports the technology adoption literature and the influence of referent
others on individuals’ willingness to use a technology (Venkatesh et al.,
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Time 2: Post-Launch
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Fig. 3. Structural model results.

2003). Surprisingly, social influence has been largely ignored in studies
focused on privacy or technology acceptance that involves some level of
information disclosure except for some recent studies such as Posey et al.
(2010) who found mixed support for its role in shaping information
disclosure on social networking sites and more recently in Sharma et al.
(2020), who found support for the positive role of subjective norm in
shaping intentions to download contact tracing apps in the future. We
argue that social influence is particularly pertinent in contexts which
require mass acceptance of new technology in order to achieve success
such as government surveillance technologies as examined in this study.
If individuals believe referent others such as peers, friends, and family
members would view their decision to download the contact tracing
application favorably, they are more likely to download the app.
Strongly aligned to the issue of social influence is the role of reciprocity,
which is a form of social influence.

Perceived reciprocity can signal to individuals that others also accept
some vulnerability by adopting the application and disclosing their in-
formation, thus positively impacting the individual’s assessment of the
behavior and increasing their own willingness to be vulnerable by
engaging in the behavior in question (Posey et al., 2010). In our study,
perceptions of reciprocal benefits positively influenced all three accep-
tance variables; intentions to adopt, willingness to rely, and future usage
intentions. Thus, we extend support for social exchange theory to the
privacy context in relation to a contact tracing application. The findings
suggest that even when an application requires disclosure of sensitive
location and health information, if individuals believe the application
can benefit themselves and the wider community, they are more likely to
accept and rely on the application, signalling a commitment to the
application and the information it presents. The inclusion of reciprocal
benefits in our studies answers calls to consider additional benefits
beyond utilitarian benefits and hedonic benefits (Sun et al., 2015).
Moreover, our study shows that in the current context, individuals’
perceptions of the health benefits they may experience from using the
application are also important determinants of acceptance of the
application prior to launch. Interestingly, this perception did not
significantly influence future intentions after launch, but this may be
partly explained by the significant indirect effect revealed in post-hoc
bootstrapping analysis.

10

The mixed findings on the role of privacy concern further obfuscates
our understanding of privacy across situational contexts. Some related
studies in the health technology domain have found significant negative
relationships between privacy concerns and intentions towards new
technologies including EHRs (Fox & James, 2020), but not mobile health
technologies (Fox, 2020). Studies in the government surveillance
context have not yet examined the PC-acceptance relationship among
specific technologies but have offered support for the negative influence
of privacy concern at a more general level including on individuals’
willingness to disclose personal information online (Dinev et al., 2008),
and broad acceptance of surveillance measures (Thompson et al., 2020).
Looking at the broader privacy literature, a number of recent studies
have found an insignificant influence across different conceptualizations
of privacy and acceptance including privacy risk on intentions towards
IoT services (Kim et al., 2019), privacy concerns on app usage (Pentina
et al., 2016), and privacy concerns on intentions towards different on-
line activities (Crossler & Posey, 2017). These disparities are also
evident in studies conducted after the implementation of a new tech-
nology or amongst existing users of a technology. For example, privacy
concerns negatively influenced continuance intentions among social
networking users in one Chinese study (Zhou & Li, 2014) but did not
significantly influence LBS usage intentions among existing users and
non-users in another study (Xu & Gupta, 2009).

Some of these discrepancies may be attributed to the different proxy
variables used to measure privacy including privacy risk, privacy
concern, and perceived privacy (Smith et al., 2011), the different mea-
surement scales leveraged, as well as the level of conceptualization of
both privacy and acceptance variables. Indeed, Davazdahemami,
Hammer, Kalgotra, and Luse (2020) attribute the inconsistencies be-
tween privacy and outcome variables to the three levels in which
existing studies conceptualize privacy concerns and outcomes namely;
the general level i.e. general privacy concerns or willingness to disclose
personal information generally, the contextual level such as mobile
applications or social networking services and the situational level i.e.
concerns or acceptance within a given context. The mixed findings for
privacy concern in this study and others can also be discussed using the
privacy calculus lens. It may be that the role of positive beliefs in this
study including powerful social influences, potential health benefits and
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reciprocal benefits outweighed individuals’ considerations of the pri-
vacy implications of such technologies. It may also relate to the possible
temporal influence of privacy as recently discussed by Hallam and
Zanella (2017), who found that online privacy concerns did not influ-
ence self-reported information disclosure online, but negatively influ-
enced near-future information disclosure intentions and negatively
influenced far-future intentions to engage in privacy-protective behav-
iors such as withholding information, whereas social rewards influenced
near-future intentions to disclose and self-reported online disclosure
behaviors. In addition, a recent mixed methods study found that
perceived health benefits positively influenced individuals’ adoption
intentions towards EHRs and mobile health technologies, whereas pri-
vacy concerns only influenced intentions towards EHRs, but privacy
concerns were more influential in determining post-usage behaviors
such as discontinuance or privacy protective behaviors (Fox, 2020). Our
findings offer some support for this temporality effect with privacy
concerns exhibiting a significant, albeit weak influence on app usage
intentions after launch, but not prior to launch. Individuals may not
effectively consider the risk or privacy aspects of adoption prior to the
launch (Barth & De Jong, 2017) or they might be willing to download
the application but may not be fully committed. This is suggested by the
negative influence on willingness to rely, as individuals’ privacy con-
cerns negatively impacts this willingness which may be seen as a lack of
complete acceptance of the application. After launch, when individuals
have a greater understanding of the application and the information
disclosure it requires, their consideration of privacy may be more
conscious.

In summary, these findings support the privacy calculus theory and
social exchange theory in this situational context, highlighting the
strong influences of all positive beliefs prior to launch and the sustained
importance of reciprocity after launch. Privacy concerns exhibit some
negative influence on willingness to rely on the application and usage
intentions after use. This suggests that the cost-benefit analysis in-
dividuals conduct may be more weighted towards the positive outcomes
prior to launch, but privacy remains important particularly after launch.

6.1. Implications for research

This study makes two core theoretical contributions. First, this study
adopts a broader conceptualization of citizen acceptance to consider
both adoption and usage intentions over time and willingness to rely on
the application. Most privacy studies are cross-sectional in nature, as
highlighted in a recent literature review which identified 13 longitudi-
nal studies compared to 191 cross-sectional studies (Wirth, 2018). This
is an important void within the privacy and technology adoption liter-
ature that this study addresses. In the privacy literature, the privacy
paradox, or the mismatch between individuals’ privacy concerns and
their disclosure and technology usage behaviors has led to researchers
issuing cautions around assumptions that intended behaviors will result
in actual behaviors (Bélanger & Crossler, 2011). Additionally, the
e-government branch of the technology adoption literature has called
for longitudinal studies (Venkatesh, Thong, Chan, & Hu, 2016). The
longitudinal nature of this study enables the examination of the privacy
calculus over time.

Second, the study extends the privacy calculus theory to integrate
social exchange theory considering the role of social influence and
reciprocal benefits on citizen acceptance of a specific government sur-
veillance technology. Prior studies have employed the privacy calculus
theory across various perspectives (e.g., Gutierrez, O’Leary, Rana,
Dwivedi, & Calle, 2019; Kim et al., 2019). However, the majority of
these studies have either only used privacy calculus as the sole theo-
retical perspective or have only used a narrow set of trade-off variables
(Miltgen & Smith, 2019) which has ultimately led to calls for more
divergent theoretical perspectives (Jozani et al., 2020; Trepte et al.,
2020). Privacy in the context of government surveillance technologies is
extremely complex because there are often demonstratable benefits of
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these technologies but their use often leads to clear invasions of in-
dividuals’ privacy. Using the privacy calculus as the foundational theory
in conjunction with social exchange theory, this study develops a
theoretical model encompassing a broader set of trade-offs and con-
tributes to understanding the competing influences related to benefits
and risks on citizen acceptance of a specific emerging technology.

6.2. Implications for practice

Our study has practical implications for governments and developers
of contact tracing applications and similar technologies that require
citizen adoption and sensitive information disclosure to function. Many
governments introduce new technologies without considering citizens’
concerns, which may lead to low take up rates and ultimate failure
(Krishen et al., 2017). COVID-19 is a highly contagious pathogenic viral
disease. Its sudden and rapid transmission worldwide left policymakers
with little time in which to make robust decisions regarding
non-pharmaceutical interventions such as social isolation and the
implementation of contact tracing programmes, in the absence of
strain-specific control options. This is not an apologia for governments
in their delays in rolling out robust programmes of digital contact
tracing and associated promotion and communication plans in response
to COVID-19. Member states of the World Health Organization (WHO)
are obligated to develop citizen health surveillance systems and pro-
cesses in the event of global pandemics (WHO, 2005). Failure to impose
such systems can hamper a government’s public and clinical health
response to the pandemic. Consequently, it is important for governments
to implement an effective digital contact tracing strategy with the
highest level of population coverage possible. In the case of mobile
contact tracing applications, a network effect occurs as the number of
users increases, which consequently increases the mobile application’s
value and usefulness (Gu, Xu, Xu, Zhang, & Ling, 2017). Achieving a
sufficiently high penetration of a population is not an insignificant
challenge. For example, COVID-19 contact tracing apps have a target
60% penetration rate to achieve their aim of reducing virus transmission
(Zastrow, 2020). This being the case and given both the challenges of
initial adoption and building and maintaining trust in digital contact
tracing programmes, policymakers should consider whether there are
long term public health benefits, beyond COVID-19, in normalizing the
use of digital contact tracing apps. Indeed, recent research suggests that
contact tracing apps might be better adopted outside of or before pan-
demics when disease concerns are low (Chan & Saqib, 2021). In the case
of COVID-19 contact tracing apps, this requires careful consideration as
the public has only permitted for their data to be captured and used in
the specific context of COVID-19. Any future update of the contact
tracing app for more general health surveillance would require an
additional opt-in by the user, potentially to the detriment of take-up and
trust in the app and/or government. Given the delicate balance between
public health, privacy, civil liberties inherent in digital contact tracing,
governments need to consult and liaise with all stakeholders, including
the public, data protection authorities, and civil liberties advocates as
early and transparently as possible, and that suitable governance
mechanisms are put in place to provide oversight on digital contact
tracing programs.

While our study found that privacy concerns did not play a signifi-
cant role, this finding does not suggest that privacy is unimportant. As
per PCT, it may be that perceived benefits outweighed privacy concerns
in this context. However, communication efforts from governments
introducing surveillance technologies such as contact tracing applica-
tions should seek to address privacy concerns by stressing the privacy
protections and the reasons behind requests for information disclosure.
Specifically, governments should justify their design and functional
decisions in a transparent manner. Policymakers need to justify and be
transparent about their technical choices and the implications for citi-
zens clearly linking the functional decisions to health benefits. Whether
rightly or wrongly, in the context of the COVID-19 contact tracing apps,
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the privacy debate has been framed around decisions to pursue one of
two approaches to contact tracing - (i) decentralized contact tracing
where data remains distributed on individual devices, or (ii) centralized
contact tracing where data is aggregated on a central server (Sweeney,
2020). While the former supports privacy by design and personal pri-
vacy rights, the latter provides greater data to health authorities faster
and arguably contributes to greater understanding and decision-making
related to disease transmission. Such decisions may be further compli-
cated by where to centralize such data (e.g., federal, national, or su-
pernational) and with whom such data will be shared. In this respect,
The WHO has proposed 17 ethical and appropriate use principles for
digital proximity tracing technologies (WHO, 2020). For example, these
tracing applications should consider transparency and explainability.
That is information relating to the data collection, data use and data
storing processes should clear and unambiguous. Meaningful informa-
tion should also be provided relating to instances of
auto-decision-making algorithms and the probability and types of errors
that may occur.

In line with SET and PCT, our findings confirm that social influence,
perceived health benefits, reciprocity are important considerations.
Governments must effectively communicate both the health and public
benefits of using digital contact tracing applications prior to and after
their launch. It is important to note that the use of digital contact tracing
applications is only one method in a broader set of interventions used by
governments to combat the transmission of disease. Consequently, to
harness trust, governments are advised to show citizens how the cu-
mulative impact of their mix of interventions interacts together to
combat the spread of COVID-19 (WHO, 2020). Post-launch communi-
cation campaigns should continue to highlight the health and reciprocal
benefits of the long-term use of the tracing application. The Irish
application also contains an embedded social sharing tool which enables
users to share the tracing application to their contacts across a myriad of
social media communication platforms (e.g., Viber, WhatsApp, Face-
book) thus enabling the harnessing of reciprocity and social influence.
Governments are advised to review their tracing applications over time.

For developers of contact tracing applications and associated tech-
nologies, in addition to the considerations discussed above, there are
salient ethical considerations and technical considerations that should
be considered beyond compliance with data privacy regulations. For
example, from a privacy perspective, it is imperative that designers
should inform governments of potential privacy concerns that may
manifest. Apple’s and Google’s deployment of open source code enabled
governments to create COVID-19 tracing applications which did not
need the disclosure of GPS location data was initially heralded as a
breakthrough for privacy advocates. However, it has since emerged in
certain jurisdictions that have used the open source code to develop
their contact tracing apps (e.g., Denmark and Ireland) that in order for
individual users to use the tracing application their GPS location must be
turned on (Singer, 2020). This raises fundamental security and privacy
concerns and has seen governments enter into dialogues with Google to
determine why this data may be needed. Similarly, there may be tech-
nical considerations that Governments may need to be made aware of.
For example, while the Irish contact tracing application has achieved
strong performance to date, over 10% of users have deleted the appli-
cation (Brennan, 2020). As well as privacy concerns, the public cited
application performance issues as reasons for abandoning the tracing
application e.g., the application was found to be draining mobile battery
life (O’Brien, 2020a, 2020b). To both increase adoption and reduce
abandonment, policymakers need to promote the adoption and use of
contact tracing apps and communicate the benefits of continued use
even where functionality and privacy concerns exist. In addition, when
use is abandoned, specific intervention programmes need to be designed
to reactivate former users, again emphasizing the benefits of participa-
tion. To be transparent with the public themselves, policymakers need to
insist that the third parties that they rely upon for digital contact tracing
are also transparent. Digital contact tracing is a complex chain of data
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and trust between governments, citizens, and technology providers. As
well as privacy-preserving technologies, public education, and
communication, the implementation of a transparent and integrated
multi-stakeholder framework for assurance and accountability may
provide a much needed series of controls to build trust between all
stakeholders involved in digital contact tracing and repair trust in the
event of a violation.

7. Limitations and future research directions

As with any study, there are several limitations which must be
acknowledged. First, while this study assessed pre-adoption and post-
adoption attitudes over a short time frame, it would be interesting to
conduct follow up research to determine factors relating to discontinu-
ance and re-engagement with COVID-19 mobile tracing technologies. In
recent years, researchers have acknowledged the fact that initial adop-
tion of a technology may not lead to ongoing continued usage (Bhatta-
cherjee, 2001). This has resulted in a shift in focus towards
understanding individuals’ behaviors after the initial adoption of a new
technology, often with an emphasis on understanding why individuals
discontinue use (Polites & Karahanna, 2012; Recker, 2016). Second, this
study focused solely on a COVID-19 mobile tracing decentralized
application which was introduced by the Irish government voluntarily.
There are also centralized mobile tracing technologies which are being
introduced in countries such as France. While both instances of tracing
technology use Bluetooth technology to log when contacts are close to
each other, there are fundamental differences in the manner in which
data is processed and stored. With the decentralized model, data is kept
on users’ phones, while the data in a centralized model is uploaded to a
remote cloud server and used to identify other contacts should
COVID-19 symptoms start to manifest. Future research could use this
study as a theoretical base to examine citizens’ privacy and benefit
perceptions relating to centralized applications. There is emerging
anecdotal evidence to suggest that centralized architectures are
impeding adoption rates amongst citizens due to privacy and data
management concerns (O’Brien, 2020a, 2020b). Thirdly, citizens’ atti-
tudes relating to the acceptance of COVID-19 tracing technologies in
Ireland could be different from other countries. Future research could
examine cross-country differences with regards to COVID-19 mobile
tracing applications. Finally, given the breadth of variables considered
within the privacy literature, it would not be possible to consider all
potentially influential positive and negative beliefs and social factors
within this context. Due to the focus on the trade-offs between positive
and negative beliefs over time, the study does not consider potential
antecedents to privacy concerns such as perceived sensitivity or the
array of additional outcomes such as privacy-protective behaviors upon
adoption. Such factors may further clarify the role of privacy in the
contact tracing context as well as the broader government surveillance
and mobile application contexts.

8. Conclusion

Research on citizens’ acceptance of government surveillance tech-
nologies and the influence of privacy on this acceptance remains
nascent, despite the continued growth in government investment in such
technologies and the tendency to introduce these technologies during or
following a crisis. The current study leverages the privacy calculus
theory as an underlying theory and incorporates social exchange theory
to determine how individuals’ privacy concerns and their perceptions of
benefits, reciprocity and social influence shape their acceptance of a
government contact tracing application over time. The study highlights
the important role of social influence and reciprocity in influencing
acceptance of technologies which require mass acceptance and recip-
rocal information disclosure to be successful. The study also points to the
temporal influence of privacy concerns highlighting the importance of
addressing privacy both prior to and post introduction of new
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technology to ensure citizen acceptance and reliance is achieved. The
model can be extended to other contexts particularly the context of
government surveillance technologies and location based and mobile

Computers in Human Behavior 121 (2021) 106806

and revised manuscript. Lisa van der Werff; Conceptualization, Writing
— draft and revised manuscript, Pierangelo Rosati: Data curation,
Writing — draft and revised manuscript, Theo Lynn; Data curation,

health applications.

Credit author statement

Grace Fox: Conceptualization, Methodology, Formal analysis,

Writing — draft and revised manuscript.

Acknowledgements

Writing — draft and revised manuscript. Trevor Clohessy: Writing — draft

Appendix A. All items

This work is funded by the Irish Institute for Digital Business.

Construct Item Std. Mean  Std.
™Wg Dev
Perceived Benefits (7 point agreement scale adapted from Li PerBenl Using the COVID app would improve my access to my health .888 4.27 1.75
et al., 2014) information.
PerBen2 Using the COVID app would help me become more informed. .896 4.57 1.73
PerBen3 Using the COVID app would improve my ability to manage my health. ~ .939 4.17 1.75
PerBen4 Using the COVID app would improve the quality of healthcare. .877 4.21 1.79
PerBen5 I would manage my health more effectively using the COVID app. 917 3.93 1.75
Reciprocal Benefits (7 point agreement scale adapted from RecBenl I believe that downloading the COVID app could be mutually helpful ~ .964 5.02 1.74
Hamari & Koivisto, 2015) to myself and other people.
RecBen2  Ibelieve my participation in the COVID app could be advantageousto ~ .964 4.98 1.77
me and other people.
Social Influence (7 point agreement scale adapted from SoInfl People who influence my attitudes would recommend the COVID app. .783 3.90 1.60
Venkatesh et al., 2003; Hamari & Koivisto, 2015) SoInf2 People who are important to me would think positively of me using .938 4.35 1.64
the COVID app.
SolInf3 People who I appreciate would encourage me to use the COVID app.  .947 4.30 1.65
Solnf4 My friends would think using the COVID app is a good idea. .866 4.41 1.61
Internet Privacy Concerns (7 point agreement scale adapted from  PC1 I am concerned that the information I submit on mobile apps could be ~ .785 5.43 1.23
Dinev & Hart, 2006) misused.
PC2 I am concerned that a person can find private information about me 812 5.38 1.34
from mobile apps.
PC3 I am concerned about submitting information on mobile apps, 921 5.36 1.32
because of what others might do with it.
PC4 I am concerned about submitting information on mobile apps, 912 5.49 1.26
because it could be used in a way I did not foresee.
Intention to adopt (7 point agreement scale adapted from Intl I intend to download the COVID app when it becomes available. .986 4.53 1.95
Venkatesh et al., 2003) Int2 I plan to download the COVID app when it becomes available. .995 4.51 1.95
Int3 I predict I will download the COVID app when it becomes available. 972 4.53 1.97
Willingness to rely on app (7 point agreement scale based on Relyl I would be willing to rely on the information and advice provided by ~ .940 4.53 1.81
Gillespie, 2003; McKnight et al., 2002) the COVID app to keep me safe.
Rely2 I would be willing to rely on the COVID app to keep me informed. .953 4.68 1.79
Rely3 I feel I could count on the accuracy of the information and advice .909 4.40 1.76
provided by the COVID app.
Usage Intentions (T2) (7 point agreement scale based on Usel I intend to download/keep using the app in the future. 991 4.62 2.11
Bhattacherjee, 2001 and Venkatesh et al., 2003) Use2 I plan to download/keep using the app in the future. 978 4.63 2.13
Use3 I predict I will download/keep using the app in the future. .989 4.63 2.14
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